g'

ELSEVIER

Contents lists available at ScienceDirect
Engineering

journal homepage: www.elsevier.com/locate/eng

Engliiering

Research
Artificial Intelligence—Review

& [ SR SR E N ARt B RV SRR F S
FROERG IR, VPPT=  B BHe, S, BLALS TR, WIS, A AR 4SBT

Pehl, Ve

2 College of Computer Science and Technology, Zhejiang University, Hangzhou 310027, China

Y International Digital Economy Academy, Shenzhen 518045, China
¢ Craiditx, Shanghai 200050, China
4 Antgroup, Hangzhou 310023, China

¢ Department of Computer Science and Engineering, Shanghai fiao Tong University, Shanghai 200240, China

f School of Computing Science, Simon Fraser University, Burnaby, BC V5A 156, Canada

ARTICLE INFO HE

Article history:

Received 11 January 2022
Revised 17 October 2022
Accepted 25 December 2022
Available online 9 February 2023

AR, Bl SN B T B P R BN A R — . HARGAE EEE AN Bl (K B A e i 3L
HELAZELI AN Sy o DRI S 4 ST — A e RAORURRHE B 30008 22 5 T 7 1k 200 A R T BEAIR A, 32 e AT %7 FY)
Ao 3. SR VFZBHRBO T Hli ik A Bl <2 5 17 8, A AL A2 A, AFOGE L &% 27 3] A B2
AR KX LE B S HEAT AT B CARAR D> o Dy 7 SR A0TSR ) e BRI B AR ARSI AR 1 S
A2 Gy i R v A = A SR B el R B ORI B s A AR AATHA . S JEE I A 4 T R [P 9% AR AR S
T B S RG4S, H P A N B RIBURF S5 s R A R, TR A B L TR

it SIE S G SEICECHE 80 24 0 LA A4 0 1 % 1 T A LM RR R . A T BT
T e CAD B KT 0 T NI HE 2005 R A T80 R B0 5 e R R LR (R AP KD ATV
W bR fil, LAFE B FL 2 S M A T RE R 4. _ o .

F4E 52 ©2023 THE AUTHQRS. Publl§h§d by Elsevier LTD_ on behalf of Chinese A_cademy of Engineering and ngher
2 1 g Education Press Limited Company. This is an open access article under the CC BY-NC-ND license
RN (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. 515 FAE[31% . HL, @ — AR ARHERBIR A S T

K, HEKW. KREHE. =i, ATHEEE (AD
SERORIERIHT, I H 2t BT 2 R e & U
RN, BTt RRERE R, REEEZT
IR ARA « AE B 25— Fopr A= 2K,
RO R TERNEE, Fud T RENSHME. b
ZMREIRE, Hlas > FEAR B 7R O 2 B T
24, AR SN]SR 5 A A N (2] A0

* Corresponding author.
E-mail address: kunkuang@zju.edu.cn (K. Kuang).

R F R A R T 12 B 22 5 B B A P B A
i BRI, Pei [41RE T —RNETFZRE TR, B
T il E AN i E TR R RN ERIE, AT T
HOAE TE A MUEC T 7 E A B B AN 2 T A AR R
Cong 55 [5]H) 55 — RS SRR O T A AL 2 27 >0 b B 8ot <2
iAs, R AR E N T AR . SR
MIERRANIR, A SCNECF 2B PRSI AL o T ik 2 P
T ) = AN SCBE I R L A, 0P R AR L i € A AR AL

2095-8099/© 2023 THE AUTHORS. Published by Elsevier LTD on behalf of Chinese Academy of Engineering and Higher Education Press Limited Company. This is
an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

YECJFE 3L Engineering 2023, 25(6): 66-76

5] A< 3¢ : Jimin Xu, Nuanxin Hong, Zhening Xu, Zhou Zhao, Chao Wu, Kun Kuang, Jiaping Wang, Mingjie Zhu, Jingren Zhou, Kui Ren, Xiaohu Yang, Cewu Lu, Jian
Pei, Harry Shum. Data-Driven Learning for Data Rights, Data Pricing, and Privacy Computing. Engineering, https://doi.org/10.1016/j.eng.2022.12.008



2

THRBET T RITE, IR A Dy dls R TH SRR 2R o i
HERIMLIES .

B BRI FEAR FARFBCR] A2, &5l 22 2 A
$&, B SIEEEIAUE M ERFG . ok, Bk 2 1 X
FHE X FF 46 O E R BRIk filn, BRI (EUD) KA [
il B Ry % 51) (GDPR), FEEA T (MAGEE
TRAEY (PIPL) o BEZ A, 2 % f s v A 0 5 1 4
BRI 7% IR MR 7 RIa I FHE K. thah, HdE e
SR ERARAERIR L 5 IR B CEE . 551
At 28 Gy AN, B PRV RR SR M 2B SR ) A L ) S A SR s A
FHARE AR BRI TT %

Bt e N A EEFATH AL RS AE &y i R AR AR R . AR
3, FRATREE T = i R 52 B SR A E A
FaRATHRE IR R IB R TT 2 S — P2 5 by 5 AN B
WA R 2 N AR S E A EX PR, AP
P M A F], 4 Twitter. Bloomberg BY, Pista-
chio 5, WSKHHEEE, LAMEVT R pr ok (8 . 7R EHE AL
SyE, RIEAF R EE K FH PR, FEEHE
T E AN SRIE IR FAEER o 268 — R Bl 22 % o 55 i 2 s
P R — N EE W L E AR XM, 1A
TEELEA B T & 2 A 3E s R SR AT {5 1Y
B FA T BT R R SEIB R R 0 A R 2, B AP I Hafe
SEM TR IR B AN [R) B8 P A 2 1) DT R R IR L
55 = HEREAE 5 55 ol 2 AN BT AN 2 A B I S
Wil EXMRT, BEFEERTNNSE, KA
T B SO S EA AP AME R R, N EEE I K Bt
TEMNRRE, PLIRN B KA B fERXMZT7
L IR, BARTE & BE b AR S 2
[F1) 206 2503585 12 22 A AAEE SR

FERETORIEE 27, ATH RS B F AT s 8)
RN TR TR BN kv Rl LTS o € TR SR Y €
B AARL S o R HCHE BOR] 0] @ 1K) 32 RVE i 44305k | GDPR
G RBINEHEM K AT HAT, B2 B R% 2 B ks
WA P IR AT R B e . TR A A KRB AR
BRI SOAT TR e EIX 1, JRATE AR
IR T ENE R BAE AR, I 23X L AU ) — 29 7E i R
ED

FEER 37, AT 0 Sl 42 BB 5 M BoR i
RITR . BEER BN Z 0S8 L, BRRGER 22 10 3t 3 3
ME BB ANBFE 7L IR T e @ . HoE a3 ]
DA A X e R N Y, A RS A 2. RN
ARG P&, AN R HHE B 4 FH T SR A M3
FERX =5, AT =R i B 52 S st ik, R4

BN EARTT BT R FINH, 5 = R HOR 2 -
FTAMPEN . F T B Shapley {8 E 1 FH3E T %4
7 E T

AT, BATK TR REOR, RRE— R
IETF BRI G HEARPTT R, SR B AT A
I A T i ) SRR R I BURAS 2, AT 3 B
LA BURAE B AW o Oy 7 B b e ) A 0
T ORECE B S VA, L R B LS BORHE Tt K R4 Hodls
FEAART 224, FEA THSROE I AR Bde 52 5 1 R b DR it (1
RS B, R EE BB B 2 R 286 T — B
FERX—h, AT =M B B s ik, X
FEAATHS AR Ty AT MR A/ 4R, B = 2 BOR
2. MEBOR. AIMEPATHEL (TEE) MPMEZ>].

FEASCH, TA TR . Bl e M MR T R
A BB R TP EAE A B R, SRR Bl
SE U AR AL TSR A B T RS AR G HoR . EAS
AT, fgamAFRZ5% Ao A ke, &
LR BOAT MR, B BRSNS — 0 & e
FE A SRR, AN B A AL B i A7 BURI S RS AL AL 5
FERf E B AR5, 7 2O S IO B AT VAL, R ARYE
B = e B AR Sy BN s e, A L ZAEEE RS
Gy L RE P AR AL ERI AL GRS, LART LERA A 2 A i 5 B
BRI HTRANBIEERIFEER, A H=A
FERBARA S W BARBUR . Bl E AL v A
FATTIE AR KT R 51 OTE W FE B AR L 7 AT AT Bl
Aot

2. FAENF

Tl B A A AR A BT 2 B R R R
SRR, et RN, TR AR Ry
AU B 6]. E P L bLEE A ABMD il
BERA 2.5 L RBERGO= A (7] BEE SR
BT & FRHT XS BRI R, B 1R 7 A R AE i P2 AR A o
TR o B R v 58 B R IE SR A TR Bt A A2 1 e AR 1
A IRTE, B R =, SR 52 5 07 S0
AHATHI[8-91. IR, Bt BRI B — Fp e 2k
FEPGES, OB BUR 6 4 A B AL 080 ) 1 B 3 i
e SEAT A AT IEI[10]. Bt 2 ] 3 2 - Wie B 21 1) FH P S
MR BRI SS, BRI N A TR AL L IR T
PERTE R T IR 55 SRR ARG R N 7o TR, R BOR 4k
5y 5 B ITIE B ECE SR T SCHIRENE, R T IR KdfE
TR [0 HE, 22 5 IEAE TSRO0 Bodl i e 24 vk,



____________ 'ﬁ Cryptography
Federated

= |
. | |
Applied to 1 . [——
\ Privacy I| TEE ing
! I

v

computing

e === === - Distributed ™| Active learning
I- learning

Identifying data

___________ ! __l—‘__. quality
| Shapley value
Data <FJ :— Other
pricing Q I _-< ‘ — applications. ..
| Fair trade

T i _________________ ]
| |
. & = '
| &> [ ' '
I \} nnn Data rights '_
| | rights
I i 1
- Business

| Individuals - Governments |
l_____ Y e __ fo_mpaﬂle_s ___________________ | Privacy

? _* } rights

lllustrations

. E
LB ® M -

services

—————————— e —————— ————————— - ———————

-
I

I

I

|

|

|

Specific methods I

I

|

I

Medical E-commerce Finance S L :
4

1. Hln TS,

IR s B A B R NBURI[12] - AR NEHE, JFRA DR EE BRI RSB, DAL, &
HEE BN R B EAR P BB E BT A BNE  IERG IERAL. SO B E 3 AR FAL[14].

AL W2 . BATREBIEBR 7> =2 NGk N7 35F GDPR, BEFEA RN 1Lk %, H

BRI e b B BOR R EURT E s AR [13] 2 R T XHEE I RS X RA RS

GDPR 12018 4F 5 WK B Ay [ 2 2B 2. ARBR, BR AR s - AR 55 2 08 R 454 (1 AR 55 SR A1 e ok 5t L ANTT
B LV VR 2 [ SOREAT T ORISR AR, W A RERRERABATIHF SR ST GDPR. T X HREERCARZ — AN 58K
PIPL. GDPR M HBZWR “&ik. A THMBURIT R @5, BOVERA LB MRS S TU5 1 1

Protection
regulations

Personal data rights Business data rights Government data rights

~I Right to use ]—>[ Personal data H Services and innovation I—el Public welfare I

Protection laws HGDPR compliant servicesl

Residual benefits ]6>[ Integration/data pricing ]

—I Privacy rights } >{ Privacy computing I

B 2. HAERH .



4

B . Truong &E[15]42 it T — /N 3&F Hyperledger Fabric ¥
] I X B HE SR )38 57 GDPR AN N B0 & B B 11
TN AR 1) 32 BRI SEEAE R AL SR A el = ] (5
(A TR BT IR IR S5 25 (0 ) L, HAE X PUBE 2% 3B
(i RE

15§ GDPR f) HoAth 77 1% 22 2L [ 521 /£ GDPR 25K T i)
R TVEAESE[16-19] BR T XX L8775 VE A & (W 051,
1&4 R IR SRR BUR)IX — @ B FE R . R
5 2 [2012 FaAA BRI T OB #8273 g — A TR AR 19],
B2 1 157 GDPR e R EARBOR], 2T s — 255 1k
W% o 911, Ginart 55 [ 18] 12 I i 4 A 24 10 Hlcds ] o3 A
R i — kR, BB i s A . teah, KEHE
LIS G SRRy AR BN AR, B B
M, TR I R AR AR R SR, R
AR Mt R 5 A s TER[19]

B4 GDPR M1 PIPL %5 £ #i vA AR 1 R A, VF 2 #0
BN BRI A AW IT IR AT B . filtn, JEEFRE7F
B (CIMD SR & B 4l 208k 2 2 508 1) 4 ST
P A SR AT Bl o AT SR R D3 ZH SR PR 2 P AR I R
FERTTEY], % 7 R IE 8 i at, R ER )
Ao CIMFEFRR, U5 p 1 2300 H& - i A A o F2 0
MAFFER, 67% % KERSZEZHMNAEER
(2170 FFTBCHI ¥ 38 M S R A58 AT DURRAS % 2 RS AT X
THABIE N, WA (Google) H1YouTube 25 kA K5 /A
A [ H T N SR B RRAY L 2 S B IR 5%, DAUSCER R Sk ek
BRI ARTT, AN FO IR AT AN AR I R, AR
PGS 55 AN AT IR e 14 RO AR e STl xof 25040 T T8
e (77 S AR A AT SE DD SRV E B D IR, AN 2 AAT]
X H A (1 LA 7 AL [22]

T8 My B BOR) 7 B8 JR A AT L FI[13].  Atkinson
(71 BT S T 5 AR SC I 7F 2 Bhik . fth 3=
gk E I T 3 1) 77 B R DR 2E 2y 1 8 1 MR 4 R (%) 2540 O
7, REARGERAT RG] T e 1w, B
A NAZRIATE . AL, Al 5k % EBUR MR H S T
RS BAIRIIRE ), IR B KA A AR, DAME AR
NEHEIEH T EN, m&RmATERN 8. B2,
Atkinson KB AEBRINE HL T RLARFFIFEG  BURF R BAE
Wh LI AT T

B 2B AFE R R AN B RS B A AR B 2
i f1[10,23], 8 HESAE T SR DTk — T S
AL TS AL . FE T XM EARECRI R S, v Do
RIPRI T , AHAR S 7SR iz . S 1k — B BRI T
P AR, Ak 2 W] DL 43 R DU G 2R A5G T (i

AMZOEAZAT) RIATAA aS 7 BE[24] -

3. BEEM

AT R EHE AL S T ] LS S BE R &
BEOYIC, MR HES AP B IR R I POR LSl , 0%
WERIEES, W B R EM AL, S R
Je&, FTHAS AL AN A (A R, SEAS M B, i [ 5% [a] 22 5
T3 VEABHESE i B B — S S 1) L, B8l E s
S RHOR 2 1 ORTE . BB R B 2 i isi 4 (1 K, ORI
EQINEEE NP SN RN 6 e SO B S dlr e i S Y
P o Bt AL FRAE T DU X SE e RN R, JE A rh 3R
R . AENEER B RPN A HE 1
EFITIERAGAMZ o O 7 a8t i A 5 S 04 v o B i dfs A
Ha b B Dz e 25 8, BEm A8y it vh Al 2
EN IO VI L E o O /AR R S P Gk S E S
HE,

LT, B 2 O ROBIE FE A0SR i A T AP B B 1K
B, FRATIBIBR 1 F T = S 7R K 52 5 9 S5 O B0 2 e
FUBRER, W3 PR .

3.1, BANEUR T 2D EEREIE S

FEMI S, — O LA AR B 5E 5 i 8k
A, WO B TR 8 P R e 1 7% s AT B =
Gro e, AP HENA TG KHT S SR . AR
HHe R A WG AL 25006 /2 B B P R o AEIXRRE LR
R ELR AR E A, R B SRR B 1 E A SR
TRl E i SRS A b SR R A K [ A R R e, e
B HdREES . EEAEEE U 1 IR BOR B 2 R S
TEWKRBIEEN, BIEETFrid K i & i sl ol i 2o
e 7. BB, Bl S5 OB BdE AR ) — i
AL AR — M ERCA . AN [R5 TR R A 0 5 A 75 396 A2 70
EAEI . Koutris <5 [ 25K 2 ) (1 3 47 1) L AL A
LU IR A, A AR NZG RE A T A AR T S T 2
fks . ZJa, AR T AFKINE, R TR E
i e AL LA T e A B2 P R, B ST R E
A SO AR TE S (SQL) AWHEAT EM, Il
JFHVEE 0 [ S st S x5 R K (K 2% [26] . Deep 5[27]
PR T — M SRS AE M DRI SN E AN R S8, T A 2K
Mo SO SQL A HI A

3.2. ZNBHRITA R AR K
5 2 ANl T B A AN BRI S 13, K



Query based

N

Model based

Data pricing

—— Market based

Network flow
Linear programming
Real-time pricing
Shapley value
Distributional
shapley value
Robust volume
Neural tangent
kernel
Arbitrage freeness

Revenue
maximization

Transaction
truthfulness

Federated learning

Active learning

Application

Identifying data
quality

[

B 3. it

Bt AN N A A7 A E LA Sl 2o e o R X
VN SR A TR 1) B30 Kb B 2 06 2500t B8 T o 1 s A 3t
ATHME o B LB 2 (1 7 1 W LA PPl A [m B i
BRERYNZRATTIR . AEIRXFMEDL T, — BRI T
(R TE I IR R B 2 . TSR () 5 e I & — Pl 2 T
T HE AR I ZRR A DRI (B0 T A R o X P E A SR
WS 5 R AN R 25 o AR A Y ZRIK DT ko s o« K IR 2 )
BERL,  BRANEOHRE A Y I SR BRI R, A
TR BEE 2 ST DA 250 DA vh K 040 2 o P 080 2 v g AT 2
o WELRUL, X TUREES IR, @ IR B
FABIERI TTER, R HRE DT K Re S H AR 4 A
o PRIBG, 02 e U S W I ol I o B B SR B 1 A B
DR R 5 12 B A R I R (0 DR o Ok o e A R
SR TTER I T, FENLAS S ) AR R« B
e

KR A5 T DL I 2 MR RS SEI, W B — (28]
FOAF B0 345 $[29] A1 584k 5 2] [30].  Shapley fEH [31]&
AR R E RS, A5 THRENEEE R, 2
— o b SR B A A T vk . TEATETZR R, Shap-
ley 25 th 7 A PURA LI 5E X [31]. BEA kMU
HIES5RE RN vIER (Hd, (RESSH R
B, vIRRWERELE) . BATE DI kB B 5
A BrES) LN ScD BN (i, St
HRIERED, ¥ o, il ARBEL N . N T RS AP
G RAREL, RO LR AN AR

(1) #E. XTFLED, > 4=V(D). B5Z, B
AT (RSN 2 0 o7 25 e 2 4 o

(2) R SFTERTESCD-{, j}, WESTH
i, FIEXRRVEUEH=VESULY, B4 =¢. 5
2o W EHRARER § AN j 7R 5 At A ZH i 0 B A R A P
PRALAR R L bRk, A8 A AT BLZAE 55 o

G Ex. M FAAEETEScD-G, WwH
V(SU{i})=V(S), 2 ¢=0. FATHIXKMREKN
CEIL. HeE 2, IR RS H AR 4 R AT
AR S DTk, B SEAS ROZ AR BT AU .

(4) |7 X T AR S DS 5 A A
A VR ZRUE AR, 3K AN T 6 R B BRSO N 43 i >y v, A
Vy axtFRE, FEKXR GV +V,)=6(V)+
4.7>)-

Shapley fE A& M —— AN 2 13 PYAS 2 2 1) 22 4 47 i
Jiids BRI T EEDRER Sy, IR o
FAEIPE A, ACER i () Shapley {H HH T 2U45 H

1 V(SUEH) -V (S)
¢07)= ﬁsgrm (|D| -1
S|

Shapley {8 7£ 44 D 1 fir A AN [FHEF LG 344E, M
TR HUAREE i 124032 B o ik o

SR, 4 BB IR A 2045 tH (¥ Shapley (T L HL A% %
IR (B DTRRET, K AATEVRZ . Ban, BT
BT NS TR, BREES N EIE £
EEG— MR, RV IR B AR, X TR
bE&E BE SR N AR R R K. B FOLAR A ) A
BTER TSI R B VAR s I E AL A
WAC N F3 e B9 1 7 i R ) T e R B SON R B

(1)




TR 7008 5 T A PR R . AT
fift R vh 5 Shapley H 15 20 5 24 14 7] #,  Ghorbani 4[32]
T K Shapley 5 71 A\ M B LS 2% >0 W H T AP EARAGE
155 FH 5% 5 R e IR T B0 BE (10 J7 VR A% LA T s 1
Shapley fE . Jia 258[33]/ 4 T — FivbRidk 1155 Shapley {8 1175
i, Sl g iSRS i Shapley {H (118 805 2« MEAIEL ,
%76 FCVRAE O (Klog k) B 18] Y THE K I 4R (KNN) A
- XEHA I Shapley {i. 4 T f# L2 #E Shapley {H (1) 55 € 14 ]
B, Amirata % [34]#2 1 T 7341 Shapley, i i 7 il £ 45
IATIIEEAE T E SCAE, kil Shapley {8 St T #RE s
/34ii Shapley 7] PAIFAR A 7] 73 A OB E . Kwon £5[35]
B0 ot T IX AR, A1 S B T 4340 Shapley 1 fi#
BB M AT R A 2, USRS A [m] A 0 — 3 2 [ i rp
A AL T 70 A6 Shapley o

i QIO T el 1 R P L AN R e |
R AR A1t 1 777 v 30 e P E AR 8 e B IR B 2R 1) )
FNE e % S B RIS B . SR, S e B
N BRI T PP Al S SR B A B E AR BRI PERE, XX TR
T F BRI IR E A 2% (DNND PR, BT HAT
BRI ISR, THERAIR . b, RiREEAESE
BB AT e AN T RAS B SR AL 7 AT RexE DA AR UE AR 1
WEPEIE L — 3. R HEFL[36-3TH- H T A B H AR K
T KA R i 58 e Sl e, DAL e T EidiE ekt
B RN R B, R AR, BT R AR
Shapley i (RVSV), XuZE[36]KH T —F &, RIEHE
AN E EHERE I S EYE R PE,  DAORE Eods S i AR AR & i
BRI N R B R AR AR AR € SO TS Gram H BRI
T, WRER:

vol(X):= /|(X"X)| = VG| (2)
N, XIS G/EXH AL Gram 5[ ; Vol & X )
(N
5 FSESE BT REAE I BN R L, XM
TR R R LA, JF B E A BB NUE 55 (1)
BRI, BEAL, RVSV J&— Bl T i AR B & 1K 0705
S EARAIE T R St R T B R A
I8 A B A T ot 0 AR ol o s s T
Bk A—Hd itk G, d2BERF R4, 35
I A — 4 d 5L 7R RS A N LG (- 2 )
), XFEREAS S W KBRS IRAE R — H d ST iR
TR DR T7 V50 T B el ) g v . FE T RVSY,
XufE[B36]NHL FUER T, X TS A — 4G oL, A
ARG AR E N N BB P& I . AT, IXFhER

WAAREAE T IR A A sl m e ol . Bhah, ST
FRIIR B SRR, pR T Ik LA R 5 2 R R AT
ey, Bz B SRIE UK SE S IR AT e 2 S 80U M.
FET BRI E AT IR AN 5 (DAVINZ), Wu%[37]5]
AT Gt 22188 (SLT) KAl DNN 58 2 sk fg
DIAE AT B USON BR A, I 56 ATt 4 1 B0 A L i i AR 7Y
AR T2, B A, DAVINZ it 75U R4 i i
ZIEYIZ (NTK) B sl A ER, HESHT —4
RN EIZ A PR . DNNBLRL £ (x, 0) 7545 & B i 4 L)
NTK 4 @ e R™" 58 LU -
O(x,x30)=V,f(x.0)'V,[(x.0) (3)
Forr, x Fl xR B 4R O 50HE A 072 DNN BRI 22
Ko TRXTNTK B A FL R B, ZE T WG B A 24
FINTK FEFE, ] LU b B8 4 549 2 DNN 72 1R 21
. BEAh, NTK AT CASRAE S T 56 B T B AT ] & 20 22
4 DNN [l 2:5h &5 . DAVINZ 3 -F NTK [fiX 86 5, X
8 1 46 4k i A5 2 2 £ R T 5 1 DNN B Re, 2T
NTK HEF iz iR 2 BB BN s 8, X —ad
BRETAEMME A )IZE. 5 RVSVAHLIL, DAVINZ 3T
SLT, XAEHIL boxf TURES IR E S, 5 —J7,
ksl LL, DAVINZ 536 UE 4 R (1 1 BR 13 1B B
W R RE S BB 2R %

VA Shapley B AR 1) 5T R 1 5 T R AEHL 2% 5 ) 4
AT % RS . Shapley Q E[38]7F £ 2 it fkam b2y > 5
N Shapley B Al vHREAN B BE A 42 ] 22 il i1 DTk . Wang
ZF[39]42 8 T Shapley ¥it, 8 FH Shapley fE >k 11 5.5 B 25 [
FEIB 05, DU B A 8 4 O\ 6 3L g B ) R
Ghorbani [40]18 H] Shapley {E KA iF Tobr %5 (1) 24,  LA42
EtE F B I RCR, FIRRREMEBEE U . Fan %%
(41792 H T F T B 25 2 vh 24 P 30408 A% 4 14 156 8¢ Shapley
o XuSE[4207E B2 2 Hr st vk 7 — Pt IR I R 46 255 2
Jil AL, Z AL AR 48 & — %6 b R 5% BR FE Shapley A
(CGSV) THERITTHR, KA 6] 5T & R Bh FE 23 TC 45 A Hh 2%
JA Uity o JE IR S FE 1) B AN [R) B 3 AR SR AR AN ) T i
MIRREE . BLAh, T4 % TAE¥ Shapley {5 FH T H 5537
S NRIBAEASME . Tang 25 [4311# ] Shapley 18 3K 15 A 7Y
I 8 X I e K A I SR EHE BN B, 3X {8 Shapley
TERIEAT KRB HAR A B A R T — NS B

3.3 2RI A 2 AR S

FEMI S, Z2AHARPTA # A8 A A R B s 4k
LA, M NBIEHE A FI B . 858 50 S B A &
A s B, B PSR 2R . K A



T 2 S PP RO A R I S 2 (R 5 A AL 5 i
i TR o AT () 50 T3 A3y S5 AT 5 3 6 0 FL ARl
M BT IHE R . BATRX LLE N SRR AT T
A . HET T B R B T HURE T kR
IR AN AAE 2 BIHRE I W o IX P E A SR 1 ) i
TR T HAE T h B BT A O S R A
L =T AR X, BATEE THURITEE .
0 ) S 25 RO B T A AR B T 3 R

B A R VR R PR s e R B, B
HRCHH R VR B B ORI B AT TR B T3 28 5 (e 7=
an I ThRe . 0 BT A LAAS [R] A B RA PR 25K ) 5040 v A
FRALEE, RIS A 23 T R AR SR A5 FH M

B T S R U T S R T S . B P A
e A G, 48 NEHETZ I H R AS 015 2 BN )l
SRE IS BRI . Bl S R B O SR U
SEA[R) o 2 (A5 P o TR AT DB e AR Y S Ak I Sk
SR A 1A [] 20 ) ) W 7 SR SR A AS [ o 2 P 000 7

KO A A [F 2 R B8 7 o S A s AN A BT A
M AR SRR PR T3 SR, B0 A 26 00 Bt i
BEBTGHEMATFHRAMERE, AEERW L E I EE
FIr s s H, LA S KA E b

Xof T HHE T 3% e B B B R A A T 3k
FRIRN 2 7 AR, B v B ) SR BT SR A
PEAE I AME I AN BRI DU 8 B8 T S T 7R 3K
T AR R A, Niu 25 [44] W EHE T 37 b 10 BdE Ay
MR, W T M ERRESRIT L S, HHRH T
WAL, AR SRR AR R A Gt e i, JF
FIE T HAR A & L AR A . Chen 55[45] 8 kil
W7 B T B TR AL E A 1 IESUHESE, R
F, R T HEE A G R 2 B AR AR AL DA SRS
BRI SRR R, X T BA ™A% N 450
RERB NS SRR, B 0N 0K va Bk 7 i 38 2
ZH, LISt EFREN . Liu2E[46]H1 Lin Z:[47] 0%
7 HET R E N M, R T M HESE Dealer,
ZAELEH Z 0 Be AL (DP) SRAE LA R RSB RAR
K FH B A RN SR il o et s ASE BN B R AL, 9F
¥4 Shapley {8 M. H T £ 48 BT A # BN AF 43 B . Zheng
S [48)i T 5 FE AN HUE A #H A AL DP AR T
SEMHESE, FFUFEH T BB R LR AT LUsE 5 L ERIER
FEEAF T BB -

R BT E O SRS, K S Db A ] gk G b = A
O BT B BT R AR, X R AT E A AT,
BR A 5 v A mT e U I B0E PR EBUE B, AN 2% 4L

7

A AT M o B A o R S R A A B T
B EE . — P BRI AR T R AE B R T I
I BURAS B, W T R SE A B AL TR BT (TP-
DM) [49]. 5 —F ok 7 2 LR A TEA @ I B AL T 5
BEARSRICEEE 115 00 T 0 B g7 e . SR, MR IT
FHINT =NV G W Bl B & v] LAE 2 f 3 )
Peftm B AR, (HAEEE AL 5 R K 258 . A
TRRPGXAN T, Zhou %8 [S01#E H T —MHEE, ONE
KRR ST AT (ZKCMP), %8 & fo g I 2R HL
A5 I RERFIN 3 1% T SUAS 2 [ A58 5

4. f3FLItE

AT E R — RN T E R ARMAES, W45
No B R TPENEN. WA, g IE(EH
ARAEAR R (A2 2 7, DP. [N E5
BUERA . TEE) o & /& H ¥ B 2 A AN (8 2 TR i i 42
VTR E R T I A S At @R BT
HEOR, RS RImAT .

T FE 2 MR AR R AR R B R B SF . i, 2018
., SIM A E (Cambridge Analytica) [5173 1k 55 Bt
Facebook Al {15 2., DABRGASE B RIEFIBE E A . &Fp
BeORAYME 25 i R I, S s B RA CRA (R AT 7 6F T 78 431
HARIMENCH D E . IRER, LikENEEES, 5
B BERAAH OC VRS H i oA a3 . i, BRI
(1) GDPR R HH B 1) (CHdls 22 A BRI R RLE T R4 A
N BRAAITHEMMIE . SRS, BT SZIE
P BERL R 47 RN 22 4 1) St

FESERRN FH T, SRR TR AR A Sk
AL ARG RN R e RMACRER,
B BB NI s B G E MR . 7R
AE S, SR W

(D WA £ ?

(2) UEAE F A AR AT A it ?

BAR, BRI A S — AR, AR
BaFATHo . BRI, FEARTTH,  FRATTO B A 2 A A
FH 38 A AN AT (1 AR 37 SR .

4.1 AR ¥ 2 BRI

FE RN BT AT 5 AN 2 AN B W SR F 135, Bl
RN BRI A E R, 28R &R R A
SABARMITF A AL DMEAEBC S Hod i B AT VA AT
SR R A I BOR ] DU T fdg s 810, XA



Privacy
computing

Cryptography

Distributed
learning

Trusted
execution
environment

Secure multiparty
computing

Homomorphic
encryption

Zero-knowledge
proof

Differential privacy

Federated learning

Split learning

Intel® SGX

ARM TrustZone

Application

Finance

Healthcare

Recommendation

AMD SEM/SEV

[T

I

El4. A SGX: AR RE: ARM: BERVKEHE SN AMD: BHCE SR SEM: 2 MEAEH: SEV: 22w B,

Al RE T B A N A R B M3 S . T RIS
FRUL, HEALS AN TEE. DP [52]2& —Fh AR 1)
P RABE SR AR, TR TS, EEALTEAR EUEE L2
b BRAE T R VP k. DP 3 S AR R
BN AL [ B £ B e vHRRAE SR R F P B A . SR AR
TEE /B P R I2 AT, X AU B R AP AR = — A 2%
H, JEEEMZERH e IRE, WXEIERHN e-Z 57 A
[53]. BN e RN ZHEEAT AR E SR BR AL . T2,
SR A AN A A B R A3 (i th T, e 2k H
B B R R B iR A . TSR, WEFCHR H T A Hh DP
(LDP). LDP HLIAG DP AL IS 7] 5 & 45 s g 75
T A& AE [0 v e IR 5% 4% 3 B 2 /i e A FH P i g s
BRI, P AR S il 45 48 B AT {5 B . DP ATLDP AL
HET LA G LB ST M S5 & . DP HLI AT LLE i 4 BE AL e
IINE] HARRRE, Bh R4 4 S ORISR LR AL LR, 49
an, JE S Iy A 20 7 B e T A (53], LDP AL AT
TR S PRI ZER S, I H B R 5E[54]. I
H & [S5TFE[56].

4.2. ZANHARE & A BRI T

2N A R AN B8 N S 3 s oe] L —
BRI TR M2 A BAE A& MR T S,
ZHHE (MPC) 2 —FEEMEAR., LeLTiitH[57]
T 1982 AR Y, N R %45 F Chi-Chi Yao #2 i | 3%
HWE T E SN, X T2 7 AN EE A ERE 1 L
T, BEEREE. BIRHUCK, 22 )iE—EZE
J 2 R R AL, 31X — AR B 7 R TR AE AR R
Hor, HT 248005 v E R OE F 2R IE R (GO
[571 5 A& E L4 (OT) [S81M4EA, 1T %4 MPC

(AP =J780E 2 07) W BGE S A5 OT FHES & AR EH 4>
= (SS). Hi#E (RIGC+OT) )= 2 ) U v 5 F4 7 g
Boim, REBERBINTRE L. FE (AISS+OT) [59]
BT EZOT K Z A AR EIEERE, REHEHF
BN

AR R T, A4 MPC B % 7 B4R % K ERiE
G EXMIGHT, ATRURHPMES SR WE
2] —RMPC WML, B AR H 2 J7 I8 I R 15
R, FRORFEZ T IR RE A o BEFR A S RN 4y 812 S & I E
S AN AR SE . RO AR S [60]H, g iR 25 2%
BT S R 4G P . REANE P A S A AL
PEIIGER, SRIEIE FAE R IRSSEE T R G BRI
AR, HBIBAS. X —HARMEE T 2016 FFH IXHA
oI, B AHRH TR AR E S . S,
WeBank A4 AT A& H 1288 — 4> “BRITIE 42217 [61]
fRIT R, Rl MBI & B, SMIF
VR Bk R 2% ) HE 42, 41 Federated AI Technology Enabler
(FATE) Al TensorFlow Federated, £ A . %4 G 40 3k A~ Wr 7
AR

LR IR, BRENDNE WU, ... Uy FA
HOMEIRE (D, ..., Dy}, HARK P i ok B4V i) ix £
B . BB 1t oA B & USRI 205 Bk % 2]
R, ERFE AN ARSI,

(1) 55 #e 1A A2 P S ROE WA

() &P UATREILZEH A EE, AFHE
RAMESE DA E IR w, (W2 U AR,

(3) M AR AR IBAL (W, ..., W} RERNE
R W', I ARG G B2 R LS &A% o DL



A R

B 5 I 2 ST I PR i g, R 2 ST AR R (1 R R AN
TR A A S 0 4 P S R 15 B OB Y o R T S0 1Y)
P A 23 ()RR AIE [ 2 25 () B AN ) o A AR 5, BG4 2] ]
PLor R =2 BERBRIRSE S . BRI S o) BRI &
). AR A o 1E T HE AR 2 (A P R AE 1)
KEEBAH RO ESIH . Hb)iFi, AR
AT B A A R P RRAE (7] (7R RFAE 1R 2 4E B X 5% )
Bt , MBI A PR A= . i,
Kim 25£[62]42 7 — N J9 BlockFL (4 1) 64 BE 32 5
MESE, A BN L Bl B 2% 150 F X B 19X 2% ok B 37 A Hh A
A, Smith & [63]42 T — MFR N MOCHA LS 5= > J7
%, DRI ZAES R A, Z5iERvrE N g
Uity 36 [F) 5E BRAT 45 FE AR PR A R 22 4= o ZAT S BRI 2E )08
S TR AT AT I B B, FRISR T 4%

H: &
HHe /J o

G\ S 2% 21 3 FH T 500 £ 2 1A (1) FH P AR Ak 1] 4R /b
HE, HHPRKEESHEN. B, BIRs 2wl bl
SN 2524 (PR AR 1) B 4E# . 40, Cheng %5 [64]42
H T —Fh#x N SecureBoost I M BT 3] R4, Hp
J7 ¥ P RHE ) B A S AR — AT ISR, DARR s o S i
WarE, X — PRI % . Hardy Z[65]42 H T —Hh
BTN B 5 2 BB R [m B A, B8 ORI BB B FA
AT A A IR 7K 2 SE AR 23 At A Paillier 2= [R) 25 0 %5 3647 5
B REE, BLVE R R FA, IR R A R
T o

IDCFRAL % 2% >3 A T30 £ 2[RI B P R P AR ALE 1)
WA K2 HSHITR Y ) n] DU R B FIAR A 2
G oL T % ) 3a T AR S It e, (R 2
AR TS, filan, BB BUN BHE AR 2
X &AM — DM AU 2 RS TR0
DL i 5 HAR A S AUA FME 2% Cn SR M S8 A4S
G A —NE RS2 W RE KON T RE. @I R
TR 2], AT MR G B A, 38 mT UK 4 B AT
AT B B H AR A 2 5T, I AR U B s BN
i) o

FE S 2 =] 5l YR AR 2 T ) 4 B, T 43 1 2 2] [66—67]
MIAZ o BRI 70 B X 2 5 ) o 1 S 1T B 1R 2 8 25 > s
o RS RIBAR NIERSr, —ER AR RELE R P i, )
— BB AR RS A i . % P i G Vg 1) IR 5% 28 v A Y
R 55 & i L TCVE U 1) 2 P s . S G ST AE L, A
D TR P

4.3. ZNEIEA#, 2 DR K

TEZ MBI A & MR L FH 5, W
TEEIRTNNS S, RPEIRRARIEARZK. RN
B[OV ATE F T X P& Ol RIS IN% & —Fh v P L
A FiRE 5 005 A 00 A7 0 R o 2 R 3R AT S N
o XU R ONE XA, HEEmEE R
Je s i S T8 R AR N S AT A R HRAE 1T SR AT R 4
FHIE o 8 DL R 3 g5 R B AL 3530 4 R AS[69] A mUAES
[70]. v AR [T 4 FA % [68]. H M IBM £}
% Gentry M 8 T 85 — > H IE HI 4 [R5 0% 77 %:[69] LAk,
B AR X — AT T IR L. 40l T R
[72-73]. 2 =AR[741 A WA 75] 4 FIZ N R4

TEE [76]15 7] FHAE 37 5 T A 0@ v 5 % . TEEJE
ok A A R B S AR BE o 76 B B TEE f b g b 3 2%
(CPU) Hr, WTLABEE —AMRrE R & X ek, 1 Uk
I S LN AR AR I 22 s W A 2 4%, B DR FLAL S35 1M A 58
Bk, RIS B 2 P T R R G AR AL G R R
P, B TE TG IR RS S X A CRP G v 45 e sk s BUAE R
TEE bigAT i N A RO IS B AR 7 e A e ke
B, REFRATCVE S IO ERAE HoAth wT {5 4R B FH A2 5 1 4
o AR, ERTHE SRR (AR S B e AR T T
DLz it 5. fA6k. AR RANME B . TEEHARIE
iR TR E IR S SRR 8 WA B9
By R B (SGX) . HEBY K fa] 15 2 S L 2%
(ARM) TrustZone I K (AMD) %4 JIN % 17 ik
& (SEMD /AN il (SEV).

UbAh, AT LR A 2 HA AT 38R 1 T AR B AR
SR . RENRUE RO R AT IR UE TS A T A R A
W% EIXRMEM RS, UEHFFE R ENE R, 7
H A Zi i 00 E B A B ATE B R, HERIEE B T
Ul AE S R X H LA, IR AT AR AE
Ho FEXERUEH[77]8¢ -1 Shafi Goldwasser. Silvio Micali
F1 Charles Rackoff 7EAMAITHY 1630 “ A2 H 2UUE I R Gi i 500
BN e gt . BEE, AR EORGEER JE,
HH 20134, B 00 15— & H W i
FA v AR A B R AR B R AR AT v AR IE
(zk-SNARKs) [78]-

5. PRERANFF UL )R
FEARATH, A TR B AR B LAF - LE 80 (1

RIRRIIBRER . FRAA5 X L b4 5 R X — PRodt g K
AR S 2 B FU R



10

5.1, PREEECHR BN ) A G H AR R T %

R, HLas s IR 2 TR AR . EARIE
WIZRTE BRAX LEROR AT DU T IR 8t (HEAT]
ATy SR s 2T R B AR ER o LA 5 SRR 0 SR AR 5 1k
20 DR B 25 b A0 BRI i R 7 Bk B, s R RGR
GDPR HE I H8f AR ) — TURUM] o B AR B R
1 MR A N BE, A THHEIE . 5 1% GE 8 A
A, AT CAELRRM B AR N (Kt . ART, AEALES A SRR A
05 2] B A R — AN B B AR 55 . ARV BT
T, B0 A BN ARG A R A N2 15 IR
FERCBRAORRIN . D9 T B 1R LR _E 3R 0 bl 4 AU
AR, T ZARRN AR R TT 5, AR oy
A ILEANET M IRAS AT 22 STREAS . HLAS 7 2T IO R 2 AR A
B MR A W R B U ) 3 B

5.2. Bl E M MR THSE R A5 &

B AN R 5 ) ARt A v 0 BT A et F A
TR R TT 5, MR RL SR DR BdiE A2 5 AN i
ARE A I EEAAR AL T BORMR T 5. Bl e I AL T 5T
FEREAZ Zy I R P AR . Bl A I R RO AS

HARAE G ENLE 2 IR I G R A R AR . X Pl
DL BT SN R RO B 58 i AR R THSEBOR, DA A2
ARG RPN IR ISR AT, BATHER
T 531 I 5 2 TR A7 (R B 58 BRI T IS
FMIBEATH R . — 72 Xu S5 [42] 45 IR
2 IIBEFATH S BORSE R E O AL, 2B AR I A7
APAMERIRE A & . BATAN, W Tofmss, #
fok B HE E U ABSAA TR BRI ZE & BOE A B AL
THEEOR, Bilhn, S BRE ST RSN, Beh 2o
N1 R E B SR

5.3. FFE B A 5y i3 SR PR E DU K Bt 2R T 5

SKR BB 5 5 T 05 S R SRR B A2 5, Bl
7 it AT 2N L K 2130 5 0 I 2R R AT O AL s o ST A
Mo Hm B HNIE T SBrA 5R M, DA 58 AL
Gro BURAZ Hyiidn R R, B HORAME B AR AL
o Bl ZERTH SRR T R, 1R ST EA
EAREE AW, O EARRIBOR, RE WA, R E
PEEEAL, VASEEIRA S . Bl BRI SN
S AT HAE R A ORR, IR R AR AT LA AT
TERRNEGEER, URFEEIETIA0EirEL.
PE EER TSNS 2 B A AT IR T, RS R A

GBI E 5
6. £5ie

FERBAEIAR, R IR B OO AL 25 % 738 i i
i R, R A 2 R R T VR R DR DR B R AN A
Gyo AJCMER T BARAZ 5 Witk R P B ZEUH R, JF
[ ot Kt A2 S i R = R A BN S
SEMT MBI . ASTIERT 18 1 AR AT RETT & A F 7E i
I PRI AR, Ay AR ST I 1R A 51 AL I — PR 1 AU )
B TR

Compliance with ethics guidelines

Jimin Xu, Nuanxin Hong, Zhening Xu, Zhou Zhao,
Chao Wu, Kun Kuang, Jiaping Wang, Mingjie Zhu,
Jingren Zhou, Kui Ren, Xiaohu Yang, Cewu Lu, Jian Pei,
and Harry Shum declare that they have no conflict of

interest or financial conflicts to disclose.

References

[1] Schwaller P, Laino T, Gaudin T, Bolgar P, Hunter CA, Bekas C, et al. Molecular
transformer: a model for uncertainty-calibrated chemical reaction prediction.
ACS Cent Sci 2019;5(9):1572-83.

[2] Senior AW, Evans R, Jumper J, Kirkpatrick J, Sifre L, Green T, et al. Improved
protein structure prediction using potentials from deep learning. Nature 2020;
577(7792):706-10.

[3] Lu L, Meng X, Mao Z, Karniadakis GE. DeepXDE: a deep learning library for
solving differential equations. STAM Rev 2021;63(1):208-28.

[4] Pei J. A survey on data pricing: from economics to data science. IEEE Trans
Knowl Data Eng 2020;34(10):4586-608.

[5] Cong Z, Luo X, Jian P, Zhu F, Zhang Y. Data pricing in machine learning
pipelines. Knowl Inf Syst 2021;64:1417-55.

[6] Parkins D. The world’ s most valuable resource is no longer oil, but data
[Internet]. New York City: The Economist; 2017 May 6 [cited 2022 Dec 27].
Available from: https://www. economist. com/leaders/2017/05/06/the-worldsmost-
valuable-resource-is-no-longer-oil-but-data.

[7] Atkinson RD. IP protection in the data economy: getting the balance right on 13
critical issues. Report. Washington, DC: Information Technology & Innovation
Foundation; 2019 Jan 22.

[8] Klein B, Crawford RG, Alchian AA. Vertical integration, appropriable rents,
and the competitive contracting process. J Law Econ 1978;21(2):297-326.

[9] Williamson OE. Transaction-cost economics: the governance of contractual
relations. J Law Econ 1979;22(2):233-61.

[10] Demsetz H. Toward a theory of property rights. Am Econ Rev 1967;57(2):
347-59.

[11] Balkin JM. The fiduciary model of privacy. Harv Law Rev Forum 2020;134:
11-33.

[12] Ritter J, Mayer A. Regulating data as property: a new construct for moving
forward. Duke Law Technol Rev 2018;16:220-77.

[13] Michael K, Kobran S, Abbas R, PrivacyHamdoun S., data rights and
cybersecurity: technology for good in the achievement of sustainable
development goals. In: Proceedings of 2019 IEEEInternational Symposium on
Technology and Society ISTAS); 2019 Nov 15—16; Medford, MA, USA. New
York City: IEEE; 2019. p. 1-13.



[14] Voigt P, von dem Bussche A. The EU General Data Protection Regulation
(GDPR). Brussels: European Commission; 2017.

[15] Truong NB, Sun K, Lee GM, Guo Y. GDPR-compliant personal data
management: a blockchain-based solution. IEEE Trans Inf Forensics Secur
2020;15:1746-61.

[16] Wingerath W, Gessert F, Witt E, Kuhlmann H, Biicklers F, Wollmer B, et al.
Speed Kit: a polyglot & GDPR-compliant approach for caching personalized
content. In: Proceedings of 2020 IEEE 36th International Conference on Data
Engineering (ICDE); 2020 Apr 20 —24; Dallas, TX, USA. New York City:
IEEE; 2020. p. 1603-8.

[17] Agostinelli S, Maggi FM, Marrella A, Sapio F. Achieving GDPR compliance of
BPMN process models. In: Cappiello C, Ruiz M, editors. Information systems
engineering in responsible information systems. New York City: Springer; 2019.

[18] Ginart AA, Guan MY, Valiant G, Zou J. Making Al forget you: data deletion in
machine learning. In: Proceedings of 33rd Conference on Neural Information
Processing Systems; 2019 Dec 8-14; Vancouver, BC, Canada; 2019.

[19] Li Q, Wen Z, Wu Z, Hu S, Wang N, Li Y, et al. A survey on federated learning
systems: vision, hype and reality for data privacy and protection. IEEE Trans
Knowl Data Eng 2023;35(4):3347-66.

[20] McMahan HB, Moore E, Ramage D, Hampson S, Arcas BA.
Communicationefficient learning of deep networks from decentralized data. In:
Proceedings of the 20th International Conference on Artificial Intelligence and
Statistics (AISTATS); 2017 Apr 20-22; Lauderdale, FL, USA; 2017.

[21] The Chartered Institute of Marketing (CIM). Data right: best data practice
[Internet]. Berkshire: CIM; ¢2018 [cited 2022 Dec 27]. Available from: https://
www.cim.co.uk/more/data-right/.

[22] Kerber W. A new (intellectual) property right for non-personal data? An
economic analysis. J Eur Int [P Law 2016;11:989-99.

[23] Grossman SJ, Hart OD. The costs and benefits of ownership: a theory of
vertical and lateral integration. J Polit Econ 1986;94(4):691-719.

[24] Yan T, Procaccia AD. If you like Shapley then you’ 1l love the core. In:
Proceedings of the AAAI Conference on Artificial Intelligence; 2021 Feb 2-9;
online. Palo Alto: AAAI Press; 2021. p. 5751-9.

[25] Koutris P, Upadhyaya P, Balazinska M, Howe B, Suciu D. Query-based data
pricing. J ACM 2015;62(5):1-44.

[26] Koutris P, Upadhyaya P, Balazinska M, Howe B, Suciu D. Toward practical
query pricing with QueryMarket. In: Proceedings of the 2013 ACM SIGMOD
International Conference on Management of Data; 2013 Jun 22-27; New York
City, NY, USA. New York City: Association for Computing Machinery; 2013.
p. 613-24.

[27] Deep S, Koutris P. QIRANA: a framework for scalable query pricing. In:
Proceedings of the 2017 ACM International Conference on Management of
Data; 2017 May 14-19; Chicago, IL, USA. New York City: Association for
Computing Machinery; 2017. p. 699-713.

[28] Cook RD. Detection of influential observation in linear regression.
Technometrics 2000;42(1):65-8.

[29] Cook RD, Weisberg S. Residuals and influence in regression. New York City:
Chapman and Hall; 1982.

[30] Yoon J, Arik S, Pfister T. Data valuation using reinforcement learning. In:
Proceedings of the 37th International Conference on Machine Learning; 2020
Jul 13-18; Vienna, Austria; 2020.

[31] Shapley LS. A value for n-person games. In: Kuhn HW, Tucker AW, editors.
Contributions to the theory of games. Princeton: Princeton University Press;
2016.

[32] Ghorbani A, Zou J. Data Shapley: equitable valuation of data for machine
learning. In: Proceedings of the 36th International Conference on Machine
Learning; 2019 Jun 9-15; Long Beach, CA, USA; 2019.

[33] Jia R, Dao D, Wang B, Hubis FA, Gurel NM, Li B, et al. Efficient task-specific
data valuation for nearest neighbor algorithms. Proc VLDB Endow 2019;
12(11): 1610-23.

[34] Amirata G, Kim M, Zou J. A distributional framework for data valuation. In:
Proceedings of the 37th International Conference on Machine Learning; 2020
Jun 12-18; Vienna, Austria. 2020. p. 3535-44.

[35] Kwon Y, Rivas MA, Zou J. Efficient computation and analysis of distributional
Shapley values. In: Proceedings of the 24th International Conference on
Artificial Intelligence and Statistics; 2021 Apr 13—15; online. 2021. p. 793-801.

[36] Xu X, Wu Z, Foo CS, Low BKH. Validation free and replication robust
volumebased data valuation. In: Proceedings of 35th Conference on Neural
Information Processing Systems (NeurIPS 2021); 2021 Dec 7-10; online. 2021.
p. 10837-48.

[37] Wu Z, Shu Y, Low BKH. DAVINZ: data valuation using deep neural networks
at initialization. In: Proceedings of International Conference on Machine

Learning; 2022 Jul 17-23; Baltimore, MA, USA. 2022. p. 24150-76.

[38] Wang J, Zhang Y, Kim TK, Gu Y. Shapley Q-value: a local reward approach to
solve global reward games. In: Proceedings of the 34th AAAI Conference on
Artificial Intelligence; 2020 Feb 7—12; New York City, NY, USA. Palo Alto:
AAAI Press; 2020. p. 7285-92.

[39] Wang J, Wiens J, Lundberg S. Shapley flow: a graph-based approach to
interpreting model predictions. In: Proceedings of 23rd International
Conference on Artificial Intelligence and Statistics; 2020 Aug 26-28; online.
New York City: Society for Artificial Intelligence and Statistics; 2021. p. 721-9.

[40] Ghorbani A, Zou J, Esteva A. Data Shapley valuation for efficient batch active
learning. 2021. arXiv:2104.08312.

[41] Fan Z, Fang H, Zhou Z, Pei J, Friedlander MP, Liu C, et al. Improving fairness
for data valuation in federated learning. 2021. arXiv:2109.09046.

[42] Xu X, Lyu L, Ma X, Miao CL, Foo CS, Low BKH. Gradient driven rewards to
guarantee fairness in collaborative machine learning. In: Proceedings of 35th
Conference on Neural Information Processing Systems (NeurIPS 2021); 2021
Dec 7-10; online. 2021. p. 16104-17.

[43] Tang S, Ghorbani A, Yamashita R, Rehman S, Dunnmon JA, Zou J, et al. Data
valuation for medical imaging using Shapley value and application to a
largescale chest X-ray dataset. Sci Rep 2021;11:8366.

[44] Niu C, Zheng Z, Wu F, Tang SJ, Gao X, Chen G. Unlocking the value of
privacy: trading aggregate statistics over private correlated data. In:
Proceedings of the 24th ACM SIGKDD International Conference on
Knowledge Discovery & Data Mining; 2018 Aug 19-23; London, UK. New
York City: Association for Computing Machinery (ACM); 2018. p. 2031-40.

[45] Chen L, Koutris P, Kumar A. Towards model-based pricing for machine
learning in a data marketplace. In: Proceedings of the 2019 International
Conference on Management of Data; 2019 Jun 30 —Jul 5; Amsterdam, the
Netherlands. New York City: Association for Computing Machinery (ACM);
2019. p. 1535-52.

[46] Liu J, Lou J, Liu J, Xiong L, Pei J, Sun J. Dealer: an end-to-end model
marketplace with differential privacy. Pro VLDB Endow 2021;14:957-69.

[47] Lin Q, Zhang J, Liu J, Ren K, Lou J, Jun L, et al. Demonstration of Dealer: an
endto- end model marketplace with differential privacy. Pro VLDB Endow
2021;14 (12):2747-50.

[48] Zheng S, Cao Y, Yoshikawa M. Trading data with personalized differential
privacy and partial arbitrage freeness. 2021. arXiv:2105.01651.

[49] Niu C, Zheng Z, Wu F, Gao X, Chen G. Trading data in good faith: integrating
truthfulness and privacy preservation in data markets. In: Proceedings of 2017
IEEE 33rd International Conference on Data Engineering (ICDE); 2017 Apr
19-22; DiegoSan, CA, USA. New York City: IEEE; 2017. p. 223-6.

[50] Zhou Z, Cao X, Liu J, Zhang B, Ren K. Zero knowledge contingent payments
for trained neural networks. In: Bertino E, Shulman H, Waidner M, editors.
Computer security—ESORICS 2021. New York City: Springer; 2021. p.
628-48.

[51] Isaak J, Hanna MJ. User data privacy: Facebook, Cambridge Analytica, and
privacy protection. Computer 2018;51(8):56-9.

[52] Dwork C. Differential privacy. In: Bugliesi M, Preneel B, Sassone V, Wegener
I, editors. International colloquium on automata, languages, and programming.
Berlin: Springer; 2006. p. 1-12.

[53] Dwork C, Roth A. The algorithmic foundations of differential privacy. Found
Trends Theor Comput Sci 2014;9(3—4):211-407.

[54] Erlingsson U, Pihur V, Korolova A. RAPPOR: randomized aggregatable
privacypreserving ordinal response. In: Proceedings of the 2014 ACM SIGSAC
Conference on Computer and Communications Security; 2014 Nov 3-7;
Scottsdale, AZ, USA. New York City: Association for Computing Machinery
(ACM); 2014. p. 1054-67.

[55] Qin Z, Yang Y, Yu T, Khalil I, Xiao X, Ren K. Heavy hitter estimation over
setvalued data with local differential privacy. In: Proceedings of the 2016 ACM
SIGSAC Conference on Computer and Communications Security; 2016 Oct
24-28; Vienna, Austria. New York City: Association for Computing Machinery
(ACM); 2016. p. 192-203.

[56] Qin Z, Yu T, Yang Y, Khalil I, Xiao X, Ren K. Generating synthetic
decentralized social graphs with local differential privacy. In: Proceedings of
the 2017 ACM SIGSAC Conference on Computer and Communications
Security; 2017 Oct 30— Nov 3; Dallas, TX, USA. New York City: Association
for Computing Machinery (ACM); 2017. p. 425-38.

[57] Yao AC. Protocols for secure computations. In: Proceedings of 23rd Annual
Symposium On Foundations Of Computer Science (SFCS 1982); 1982 Nov 3—
5; Chicago, IL, USA. New York City: IEEE; 1982. p. 160—4.

[58] Rabin MO. How to exchange secrets with oblivious transfer. 2005. TACR
Cryptology ePrint Archive:187.



12

[59] Tassa T. Generalized oblivious transfer by secret sharing. Des Codes Cryptogr
2011;58(1):11-21.

[60] Kone¢ny J, McMahan HB, Yu FX, Richtarik P, Suresh TA, Bacon D. Federated
learning: strategies for improving communication efficiency. 2016. arXiv:
1610.05492.

[61] Liu Y, Kang Y, Xing C, Chen T, Yang Q. A secure federated transfer learning
framework. IEEE Intell Syst 2020;35(4):70-82.

[62] Kim H, Park J, Bennis M, Kim SL. Blockchained on-device federated learning.
IEEE Commun Lett 2020;24(6):1279-83.

[63] Smith V, Chiang CK, Sanjabi M, Talwalkar A. Federated multi-task learning.
In: Proceedings of 31st Conference on Neural Information Processing Systems
(NIPS 2017); 2017 Dec 4 —9; Long Beach, CA, USA. Red Hook: Curran
Associates Inc.; 2017. p. 30.

[64] Cheng K, Fan T, Jin Y, Liu Y, Chen T, Papadopoulos D, et al. Secureboost: a
lossless federated learning framework. IEEE Intell Syst 2021;36(6):87-98.

[65] Hardy S, Henecka W, Ivey-Law H, Nock R, Patrini G, Smith G, et al. Private
federated learning on vertically partitioned data via entity resolution and
additively homomorphic encryption. 2017. arXiv:1711.10677.

[66] Zhao S, Zhou L, Wang W, Cai D, Kam TL, Xu Y, et al. Splitnet: divide and co-
training. 2020. arXiv:2011.14660.

[67] Vepakomma P, Gupta O, Swedish T, Raskar R. Split learning for health:
distributed deep learning without sharing raw patient data. 2018. arXiv:
1812.00564.

[68] Gentry C. Fully homomorphic encryption using ideal lattices. In: Proceedings
of the Forty-First Annual ACM Symposium on Theory of Computing; 2009
May 31 — Jun 2; Bethesda, MD, USA. New York City: Association for
Computing Machinery (ACM); 2009. p. 169-78.

[69] Shoukry Y, Gatsis K, Alanwar A, Pappas GJ, Seshia SA, Srivastava M, et al.
Privacy-aware quadratic optimization using partially homomorphic encryption.
In: Proceedings of 2016 IEEE 55th Conference on Decision and Control
(CDC); 2016 Dec 12—14; VegasLas, NV, USA. New York City: IEEE; 2016. p.
5053-8.

[70] Damgérd I, Pastro V, Smart N, Zakarias S. Multiparty computation from

somewhat homomorphic encryption. In: Safavi-Naini R, Canetti R, editors.
Advances in cryptology—CRYPTO 2012. Berlin: Springer; 2012. p. 43-62.

[71] Gorbunov S, Vaikuntanathan V, Wichs D. Leveled fully homomorphic
signatures from standard lattices. In: Proceedings of the 57th Annual ACM
Symposium on Theory of Computing; 2015 Jun 14—17; Portland, OR, USA.
New York City: Association for Computing Machinery (ACM); 2015. p.
469-77.

[72] Brakerski Z, Vaikuntanathan V. Efficient fully homomorphic encryption from
(standard) LWE. SIAM J Comput 2014;43(2):831-71.

[73] Lopez-Alt A, Tromer E, Vaikuntanathan V. On-the-fly multiparty computation
on the cloud via multikey fully homomorphic encryption. In: Proceedings of
the 44th Annual ACM Symposium on Theory of Computing; 2012 May 19-22;
New York City, NY, USA. New York City: Association for Computing
Machinery; 2012. p. 1219-34.

[74] Chillotti I, Gama N, Georgieva M, Izabachéne M. Faster fully homomorphic
encryption: bootstrapping in less than 0.1 seconds. In: Proceedings of 22nd
International Conference on the Theory and Application of cryptology and
Information Security; 2016 Dec 4—8; Hanoi, Vietnam. Berlin: Springer; 2016.
p. 3-33.

[75] Cheon JH, Kim A, Kim M, Song Y. Homomorphic encryption for arithmetic of
approximate numbers. In: Takagi T, Peyrin T, editors. Advances in cryptology—
ASIACRYPT 2017. Berlin: Springer; 2017. p. 409-37.

[76] Sabt M, Achemlal M, Bouabdallah A. Trusted execution environment: what it
is, and what it is not. In: Proceedings of the 2015 IEEETrustcom/ BigDataSE/
ISPA; 2015 Aug 20-22; Helsinki, Finland. New York City: IEEE; 2015. p.
57-64.

[77] Goldwasser S, Micali S, Rackoff C. The knowledge complexity of interactive
proof systems. SIAM J Comput 1989;18:186-208.

[78] Bitansky N, Canetti R, Chiesa A, Tromer E. From extractable collision
resistance to succinct non-interactive arguments of knowledge, and back again.
In: Proceedings of the 3rd Innovations in Theoretical Computer Science
Conference; 2012 Jan 8 — 10; Cambridge, MA, USA. New York City:
Association for Computing Machinery (ACM); 2012. p. 326-49.



